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[root@localhost user]# ssh admin@192.168.100.10
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@ WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED! @
Qlaclalaeaalcaaaaaaaaeacaaaaaaaeaaaeaaaaaaaaceaeacaeaaaeaaaeaalaaeale
IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTY!

Someone could be eavesdropping on you right now (man-in-the-middle attack)!

It is also possible that a host key has just been changed.

The fingerprint for the RSA key sent by the remote host is
30:b6:0f:bd:04:d8:bd:7b:66:4c:38:9f:b8:d4:e9:e0.

Please contact your system administrator.

Add correct host key in /root/.ssh/known_hosts to get rid of this message.

Offending RSA key in /root/.ssh/known_hosts:3

RSA host key for 192.168.100.10 has changed and you have requested strict checking.

Host key verification failed.
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HDD : NO_PRESENT
Cipher Card : NO_PRESENT
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HATES(CDOWLT

YHAEEDOBREEIA(CDOVTERALEY .

ABROPIFERE(E. 12n0.0. lan0.1 1 DHCP T IP FRLAZEUS. VE— NEFFAIOERLAOTVET, ARROIRTOI)-
ZTHBTT,

fixup protocol dns 53/udp
fixup protocol ftp 21/tcp
fixup protocol http 80-83/tcp
fixup protocol http 8080-8083/tcp
fixup protocol https 443/tcp
access-map mng-lan-connection inbound
rule 10 mng-in-telnet any any telnet
action accept audit-normal
!
rule 20 mng-in-ssh any any ssh
action accept audit-normal
!
rule 30 mng-in-webconsole any any tcp any 82
action accept audit-normal
!
rule 50 mng-in-dhcp-client any any udp any 68
action accept audit-normal

!
access-control default-deny inbound
access-control audit session-normal match-normal
access-control configuration access-map
protect checksum-inspection enable audit-normal
protect small-ip-frg detect-only audit-normal min-size 400
interface-group mng
access-map mng-lan-connection
interface 1an0.0
interface lan0.1




interface lan0.0
ip address auto

!

interface lan0.1
ip address auto

!

class-map match-all any
match any

!

user-role administrator
description "Default user role"
display-name "IPCOM administrators"
match user admin

!

user-role remote
description "Default user role"
display-name "IPCOM access via network"

!

user-role user
description "Default user role"
display-name "IPCOM operators"

!

user admin authentication pap
description "Default user"
display-name "IPCOM administrator"

I 749 RSA TR, ZOREICEIVEEERLRDET,
HMEo 7 4 7 R4 T OEEEHE #8RBLTER,
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AREBNZTI5 ETEWFIBIRC, I2T1J RIATTIERZIBEL BN OIEEDEIEN, [VE2 1-HF—XH1RICEEHDEERD D

EEBIHDES.

BB RZICEHORVERTEEBCBEUTIERUVARMETIOT, [VE2 I-H-XA(RID " IDT1IRSATCLBETE " #81BLTW

FZ&0\,
IP 7RLA

izt NNSA=H— AtgfE XFH59% IPCOM IXUR
iinterface_lanX.Y_addr |{<A.B.C.D/M> | {auto ip address
auto } (lan0.0 BLY
lan0.1)

% 1an0.0 $JLU 1an0.1 OEBENEAWENIHEE auto NMERESNTIN ZOMO lan OEBRNEIEINIZEFEREINTEA.

admin 1-¥—-0QUE—- M7 ATE

EE NSA=5— AHESME X593 IPCOM OXUR

admin_remote_login_enable | { yes | no } no match user admin

(user-role remote)
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=793
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192.168.30.15 TILFIPF FLA
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IPCOM VE2 STESM
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LANO.O @ IP 7 RLZEH TRy NI RVME 10.0.0.11/255.255.255.0
(H>59—2y M) (BEIbHTENENILF IP TRLR)

LANO.1 @ IP 7 RLREG Ty bR ZAVME
(BEEAR—bH)

192.168.30.15/255.255.255.0

LANO.2 @ IP 7 RLREH Ty b A
(B—=){—41)

192.168.10.15/255.255.255.0

o HBEJO—-/ULRYNI—I>TFAR=h LAN THAIF BT —4E LUITFOEBDTY,

T IP ik IP £ 2T ) (O 7923z
10.0.0.11
HBJO-/Lry I (BIhETENERILF | 80/tcp,443/tcp Eif
IP 7RLR)

o HBEJO-/ULRYNI—I>TFAR=K LAN (L9237 RUAZHEA4 G LTFOEHDTT,

Zie IP -R-MES Tt 1P - B2

10.0.0.12:80 (BIOHTENENILF IP 7RLR) 192.168.10.1 : 80

IPCOM VE2 1BREZH

(IPCOM VE2 Q1 >45—-J1—-AICETBERE]
# A2-FYMUOAEED IP 7RLUAERE
ipcom(edit)# interface lan0.0
ipcom(edit-if)# ip address 10.0.0.11 255.255.255.0
ipcom(edit-if)# ip-routing
ipcom(edit-if)# exit
# Y- N—RIOXREKED IP VRLAER
ipcom(edit)# interface lan0.2
ipcom(edit-if)# ip address 192.168.10.15 255.255.255.0
ipcom(edit-if)# ip-routing
ipcom(edit-if)# exit
# IrAT7=9A-INOT IAI NEWEE— ROZEE
ipcom(edit)# access-control default-deny
# IWF IP PRLZI =T DT ITAN NS — NITA DFETE
ipcom(edit)# ip route 0.0.0.0/0 10.0.0.1
(IPCOM VE2 O7JtABIHICEY SER]
# POCAHEI-IVEREZBRIHE
ipcom(edit)# no access-map mng-lan-connection inbound
ipcom(edit)# no interface-group mng
ipcom(edit)# access-control configuration rule-access

(1>5—-2y MDYy MEBIL -V DTER]




# JINA-EMHDOEE
ipcom(edit)# class-map match-all client-side
ipcom(edit-cmap)# match port 80/tcp,443/tcp

ipcom(edit-cmap)# exit

# IPAT7—IA-IOEE
ipcom(edit)# interface 1an0.0
ipcom(edit-if)# rule access 10 in client-side accept
ipcom(edit-if)# rule access 10 out client-side accept
ipcom(edit-if)# exit

(B—N—fD/) oy MEBIL -V DFER]
# JNAI-ZFOEE
ipcom(edit)# class-map match-all any
ipcom(edit-cmap)# match any
ipcom(edit-cmap)# exit
# HIBRAL
ipcom(edit)# interface lan0.2
ipcom(edit-if)# rule access 1 in any accept
ipcom(edit-if)# rule access 1 out any accept
ipcom(edit-if)# exit

(125 -2y MUDT RLAZIRODTEE]
# 7RUAZHDES
ipcom(edit)# interface lan0.0
ipcom(edit-if)# rule dst-napt 10 ipv4 10.0.0.12 80 tcp to 192.168.10.1 80
ipcom(edit-if)# exit

Web Y—/\—DES

TIAWNT =R ITA D% E%. IPCOM VE2 OY—N—fll{>45-TJ1-X
(192.168.10.15/24) [CLFY,
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® IPCOM VE2 @ IP 7RLREBTRYMZAVMEE AT OESDTT,

LANO.0 @ IP 7 RLZEH TRy MY RVME
(>4 M)

10.0.0.11/255.255.255.0
(BIOHTENENILF IP 7RLX)
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(BIR-H)

LANO.2 @ IP 7 RLREHT Ry b AME
(B—){—f1)

192.168.10.15/255.255.255.0

o DHEHDIERERD Web H—/{—(F, LTOLHENTT.

FEIHRY -0 IP : K- ES DEIHRY /(-1 192.168.10.1 : 80
DETHRY—/{-2 192.168.10.2 : 80

IRIBIP PRLA : RIER—NES 10.0.0.12:443
(BIOHTENLNILF IP PRLUX)

o DECIREIED Web U—-/N\-BLUERDEHLEEDRESR L. U TFDEENTT,

Iy bOERETT T IP 7 RL ZZEHa
IERE ERECE
DEUTE /NIRRT
SIRIDEEAL J—REEf
BER\y MX(ERIRR 60 M
By NGB R 5IE R 10#

ESR/ Ty NIRSA[E1EL 30

o DEIHERS APL H—N—(F. LTFOEBDTT,

FEGRY—N-D IP : K- ES IECERY /(-1 192.168.10.3 : 80
DEERY /(-2 192.168.10.4 : 80

AR IP PRLR : {RASR—NES 192.168.10.100 : 80

o DEIRERD APL Y—N\-BLUGREDBMEREDRERM L. LITFOESHTT,

Iy bOERETS T MAC 7 R AZEH
ISR IGE RIS B E
DETTE /NIRRT
DEIDEEA J—REEfT

Ry NXERTFR 60 M

EER) oy NS E ST 0%

EER) Uy N RS A a8 30

IPCOM VE?2 {&rEZ=HI

(IPCOM VE2 D1 >49—-J1—-AICETBESR]
# A2y MADKEZED IP TRLUAES
ipcom(edit)# interface 1an0.0
ipcom(edit-if)# ip address 10.0.0.11 255.255.255.0
ipcom(edit-if)# ip-routing
ipcom(edit-if)# exit




ipcom(edit)# interface-group mng
ipcom(edit-if-grp)# no interface lan0.0
ipcom(edit-if-grp) # exit
# B-N—fOXREKED IP TRLAERE
ipcom(edit)# interface lan0.2
ipcom(edit-if)# ip address 192.168.10.15 255.255.255.0
ipcom(edit-if)# ip-routing
ipcom(edit-if)# exit
# IrAT7=I9A-IVDOT IAI NEWEE— ROZEE
ipcom(edit)# access-control default-accept
# XF 1P PRLRIN=T DT ITANNF—NITA DERTE
ipcom(edit)# ip route 0.0.0.0/0 10.0.0.1

(DEESR Web B—/\-UY—-ADER]
# Y-)- 1 OFH
ipcom(edit)# slb real-server WEBSERVER-1
ipcom(edit-slb-real)# distribution-address 192.168.10.1
ipcom(edit-slb-real)# exit
# Y—)\- 2 OFH
ipcom(edit)# slb real-server WEBSERVER-2
ipcom(edit-slb-real)# distribution-address 192.168.10.2
ipcom(edit-slb-real)# exit

(Web ¥—/\—SEUL—IDFEE]
# TMNI—RADES
ipcom(edit)# class-map match-all any
ipcom(edit-cmap)# match any
ipcom(edit-cmap)# exit
ipcom(edit)# fixup protocol https 443/tcp
#SSL OBV -IOES
ipcom(edit)# slb-rule 100
ipcom(edit-slb-rule)# virtual-server 10.0.0.12 443/tcp
ipcom(edit-slb-rule)# ssl-accelerate decrypted-service 443
ipcom(edit-slb-rule)# transit-mode round-trip
ipcom(edit-slb-rule)# transfer-mode ip-address
# KB -ILOER
ipcom(edit-slb-rule)# distribution-rule 100
ipcom(edit-dist-rule)# class-map any
ipcom(edit-dist-rule)# distribution-mode minimum-connection
ipcom(edit-dist-rule)# persistence mode node
ipcom(edit-dist-rule)# monitor level ping
ipcom(edit-dist-rule)# monitor level port
ipcom(edit-dist-rule)# monitor check-interval 60

ipcom(edit-dist-rule)# monitor check-timeout 10000



ipcom(edit-dist-rule)# monitor retry-times 3
# DERY-N-0OFEHE
ipcom(edit-dist-rule)# real-server WEBSERVER-1
ipcom(edit-dist-rule-real)# port-map virtual 443 real 80
ipcom(edit-dist-rule-real)# access-limit mode connection limit 1000 recover 800
ipcom(edit-dist-rule-real)# exit
ipcom(edit-dist-rule)# real-server WEBSERVER-2
ipcom(edit-dist-rule-real)# port-map virtual 443 real 80
ipcom(edit-dist-rule-real)# access-limit mode connection limit 1000 recover 800
ipcom(edit-dist-rule-real)# exit
ipcom(edit-dist-rule)# exit
ipcom(edit-slb-rule)# exit
ipcom(edit)#

(AEESk APL Y—/\-UY—-2ADES]
# Y-)- 1 OFH
ipcom(edit)# slb real-server APLSERVER-1
ipcom(edit-slb-real)# distribution-address 192.168.10.3
ipcom(edit-slb-real)# exit
# Y—)\- 2 OFH
ipcom(edit)# slb real-server APLSERVER-2
ipcom(edit-slb-real)# distribution-address 192.168.10.4
ipcom(edit-slb-real)# exit

(APL B—\-ZEUL—-ILDTES]
#HTTP ODBUL—ILDERE
ipcom(edit)# slb-rule 200
ipcom(edit-slb-rule)# virtual-server 192.168.10.100 80/tcp
ipcom(edit-slb-rule)# transit-mode one-way
ipcom(edit-slb-rule)# transfer-mode mac-address
# FMADEIL-INOER
ipcom(edit-slb-rule)# distribution-rule 200
ipcom(edit-dist-rule)# class-map any
ipcom(edit-dist-rule)# distribution-mode minimum-connection
ipcom(edit-dist-rule)# persistence mode node
ipcom(edit-dist-rule)# monitor level ping
ipcom(edit-dist-rule)# monitor level port
ipcom(edit-dist-rule)# monitor check-interval 60
ipcom(edit-dist-rule)# monitor check-timeout 10000
ipcom(edit-dist-rule)# monitor retry-times 3
# DEIRY-N-DEHE
ipcom(edit-dist-rule)# real-server APLSERVER-1
ipcom(edit-dist-rule-real)# exit

ipcom(edit-dist-rule)# real-server APLSERVER-2



ipcom(edit-dist-rule-real)# exit
ipcom(edit-dist-rule)# exit
ipcom(edit-slb-rule)# exit

(SSL 7Ut5L—49—-DESR]
ipcom(edit)# rule ssl-accel server 100
# FERICAEROY —/\—SEEAEZERE
ipcom(edit-ssl-accel)# cert 1
ipcom(edit-ssl-accel)# protocol tls1.2
ipcom(edit-ssl-accel)# cipher-suites +DEFAULT +ECDHE_RSA
ipcom(edit-ssl-accel)# server-address any 443
ipcom(edit-ssl-accel)# exit

ipcom(edit)#

APL B—\-DF%E

Y--BEDEHEEET MAC 7RLAZEZERATHE. DEIREDS Linux Y—/-ALTOREZITVET

iptables -t nat -A PREROUTING -d 192.168.10.100 -j REDIRECT
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RIBIP PRLA : (RIER—-NES 192.168.10.10 : 80

o DEIRELD Web Y—/N\-BILUBRDEIEEEDRTESRIFE LUTOEBDTT,

Iy b OERE ST IP 7R RZEHA
IEREE ERECE
DEUTE 59> roe>
TIERDEAL J—REE
By MX(ERIFR 60 kR
ESR) oy NS E 5515 10%

BER Uy NS [EIER 3@

IPCOM VE2 {&mEZ=HI

(IPCOM VE2 D1 >9—-J1—AICETSER]
# B-—N-fOXRKED IP VTRLAERE
ipcom(edit)# interface lan0.1
ipcom(edit-if)# ip address 192.168.10.15 255.255.255.0
ipcom(edit-if)# ip-routing
ipcom(edit-if)# exit
# T7A7=0A=INOT IAN NWEE- ROZEE
ipcom(edit)# access-control default-accept
(DEESR Web B—/\-UY—-ADER]
# Y-)N- 1 OFH
ipcom(edit)# slb real-server WEBSERVER-1
ipcom(edit-slb-real)# distribution-address 192.168.10.1
ipcom(edit-slb-real)# exit
# Y—)N\- 2 OFH
ipcom(edit)# slb real-server WEBSERVER-2
ipcom(edit-slb-real)# distribution-address 192.168.10.2
ipcom(edit-slb-real)# exit
(Web ¥—/I\—EUL—ILDFEE]
# TR DES
ipcom(edit)# class-map match-all any
ipcom(edit-cmap)# match any
ipcom(edit-cmap)# exit
#HTTP ODBUL-ILDESE
ipcom(edit)# slb-rule 100
ipcom(edit-slb-rule)# virtual-server 192.168.10.10 80/tcp




ipcom(edit-slb-rule)# transit-mode round-trip
ipcom(edit-slb-rule)# transfer-mode ip-address
#Web 77t35L -2 taezFIA
ipcom(edit-slb-rule)# web-accelerate send-client-address
# FHIDEUL-ILOER

ipcom(edit-slb-rule)# distribution-rule 100
ipcom(edit-dist-rule)# class-map any
ipcom(edit-dist-rule)# distribution-mode round-robin
ipcom(edit-dist-rule)# persistence mode node
ipcom(edit-dist-rule)# monitor level ping
ipcom(edit-dist-rule)# monitor level port
ipcom(edit-dist-rule)# monitor check-interval 60
ipcom(edit-dist-rule)# monitor check-timeout 10000
ipcom(edit-dist-rule)# monitor retry-times 3

# DENRY-N-0EH

ipcom(edit-dist-rule)# real-server WEBSERVER-1
ipcom(edit-dist-rule-real)# exit
ipcom(edit-dist-rule)# real-server WEBSERVER-2
ipcom(edit-dist-rule-real)# exit
ipcom(edit-dist-rule)# exit

ipcom(editslb-rule)# exit

ipcom(edit)#
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(WAN 4all)

LANO.2 @ IP 7 RLREHT Ry b AME
(B—){—f1)
® J54R—h LAN (WAN fil) =T34~k LAN (B=/\—fl) TEFEIFBI/I—EMHE UTFOEBDTT.

192.168.10.15/255.255.255.0

T 1P BiRE IP BRsER—h 733>

WAN BIT5A R~ Nry hD—4 192.168.20.15 | 80/tcp,443/tcp Eil

® J5AR—hk LAN (WAN fil) ->F5A4R—=hk LAN (B—/(—f) (C3F37 RLAZEHEM G LUTFOEBDTY,
ZiT 1P K- NES Tk 1P R NES
192.168.20.10 : 80 192.168.10.1 : 80

IPCOM VE2 &R EEHHI

(IPCOM VE2 DA >4—-J1—-AICETFER]
# AI—FYMUDAKED IP 7RUAERE
ipcom(edit)# interface lan0.1
ipcom(edit-if)# ip address 192.168.20.15 255.255.255.0
ipcom(edit-if)# ip-routing
ipcom(edit-if) # exit
# Y- N—RIOREKED IP VRLAER
ipcom(edit)# interface lan0.2
ipcom(edit-if)# ip address 192.168.10.15 255.255.255.0
ipcom(edit-if)# ip-routing
ipcom(edit-if) # exit
# T7A7—9A—INOT IANNWEE— RDOZEE
ipcom(edit)# access-control default-deny

(125 -3y MUDI Ty MEBIL -V DFEE]
# JINI-FRHOEE
ipcom(edit)# class-map match-all client-side
ipcom(edit-cmap)# match port 80/tcp,443/tcp
ipcom(edit-cmap)# exit
# IPAT—IA-OEE
ipcom(edit)# interface lan0.1
ipcom(edit-if)# rule access 10 in client-side accept

ipcom(edit-if)# exit




(B—N\—fD/)(Fy MEBIL -V DFES]
# JINI-FRHOEE
ipcom(edit)# class-map match-all any
ipcom(edit-cmap)# match any
ipcom(edit-cmap)# exit
# HIPRRL
ipcom(edit)# interface lan0.2
ipcom(edit-if)# rule access 1 in any accept
ipcom(edit-if)# rule access 1 out any accept
ipcom(edit-if)# exit

(125 -2y MUD7 RLAZHRDTER]
# PRUAZHDER
ipcom(edit)# interface lan0.1
ipcom(edit-if)# rule dst-napt 10 ipv4 192.168.20.10 80 tcp to 192.168.10.1 80
ipcom(edit-if)# exit

Web 3—/\—-DES

FTIAWNT = ITADEETE%Z . IPCOM VE2 O —/\—fl{>45—-J1—2X(192.168.10.15/24) ICLFT,
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PEHRY—N-D IP : K- ES IECERY /(-1 192.168.10.1 : 80
ECERY /(-2 192.168.10.2 : 80

RAEIP 7RLR : {RIEBR—NES 192.168.20.1 : 443
o DEFIRERD Web H—/\-BLUBRDBHMEEDRESRAE. LFOLBTY,
AvFA4y (SSLT77%T b—F—] = "—EHorE) CRUBRIBDET,
o DENIHRERD APL H—/{—F. UTFOEBHTY.
AvFA4y (SSLT7 7T b—F—] —1"—EFH0H) CABRICRVET,
o DEIIRERD APL H—\—BLUEHDEMEEDRTERAL. LUTFOLBTT,
AvFA4y (SSLT77%T b—F—] = "—EHorE) CRUBRIBDET,

IPCOM VE2 18R EZHI

(IPCOM VE2 D1 >5—-J1—-AICETHEE]

#WAN BIOARZEED IP 7RLAESR

ipcom(edit)# interface lan0.1

ipcom(edit-if)# ip address 192.168.20.15 255.255.255.0
ipcom(edit-if)# ip-routing

ipcom(edit-if)# exit

# H-N—-OARZFED [P 7RLAES

ipcom(edit)# interface lan0.2

ipcom(edit-if)# ip address 192.168.10.15 255.255.255.0
ipcom(edit-if)# ip-routing

ipcom(edit-if) # exit

# T7A7—=9A—IDOT IANNEWEE— RDOZEE

ipcom(edit)# access-control default-accept

(FEISR Web-Y—NN—-UY-ADEE]

A5 A4y (SSLT 27T L —F—] $—R_N—EHo8) ERACEBRICRET,

(Web H—N\—-SEUL—ILDFER]

# JII—RHOESE

ipcom(edit)# class-map match-all any
ipcom(edit-cmap)# match any

ipcom(edit-cmap)# exit

ipcom(edit)# fixup protocol https 443/tcp

#SSL OBV -IOER

ipcom(edit)# slb-rule 100

ipcom(edit-slb-rule)# virtual-server 192.168.20.1 443/tcp
ipcom(edit-slb-rule)# ssl-accelerate decrypted-service 443
ipcom(edit-slb-rule)# transit-mode round-trip
ipcom(edit-slb-rule)# transfer-mode ip-address

# FHIDEU-ILOER

ipcom(edit-slb-rule)# distribution-rule 100

ipcom(edit-dist-rule)# class-map any




ipcom(edit-dist-rule)# distribution-mode minimum-connection
ipcom(edit-dist-rule)# persistence mode node

ipcom(edit-dist-rule)# monitor level ping

ipcom(edit-dist-rule)# monitor level port

ipcom(edit-dist-rule)# monitor check-interval 60

ipcom(edit-dist-rule)# monitor check-timeout 10000

ipcom(edit-dist-rule)# monitor retry-times 3

# DENRY-N-0OFEH

ipcom(edit-dist-rule)# real-server WEBSERVER-1

ipcom(edit-dist-rule-real)# port-map virtual 443 real 80
ipcom(edit-dist-rule-real)# access-limit mode connection limit 1000 recover 800
ipcom(edit-dist-rule-real)# exit

ipcom(edit-dist-rule)# real-server WEBSERVER-2

ipcom(edit-dist-rule-real)# port-map virtual 443 real 80
ipcom(edit-dist-rule-real)# access-limit mode connection limit 1000 recover 800
ipcom(edit-dist-rule-real)# exit

ipcom(edit-dist-rule)# exit

ipcom(edit-slb-rule)# exit

ipcom(edit)#
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SIRIDEEAL J—REEf
By MX(ERIFR 60 M
BBy NG E R 55 0%

EER/ Ty NS [E1EK 30

IPCOM VE2 {&mEZ=HI

(IPCOM VE2 DFRE_FH{LICRTHER]
# DSRIDEE
ipcom(edit)# hostname VE2-PRI VE2-SEC
ipcom(edit)# cluster mode primary
ipcom(edit)# cluster id 1
ipcom(edit)# cluster secret-key abcdefgh
(IPCOM VE2 DA >9—-J1—-AICETSER]
# Y- —RIOXRKED IP VRLAER
ipcom(edit)# interface lan0.1
ipcom(edit-if)# ip address 192.168.10.15 255.255.255.0
ipcom(edit-if)# ip address primary 192.168.10.16
ipcom(edit-if)# ip address secondary 192.168.10.17
ipcom(edit-if)# ip-routing
ipcom(edit-if)# cluster vrid 11
ipcom(edit-if)# exit
# FHAAOAREED IP VRUAERER




ipcom(edit)# interface lan0.2
ipcom(edit-if)# ip address 192.168.20.15 255.255.255.0
ipcom(edit-if)# ip address primary 192.168.20.16
ipcom(edit-if)# ip address secondary 192.168.20.17
ipcom(edit-if)# ip-routing
ipcom(edit-if)# cluster sync-interface priority 1
ipcom(edit-if)# cluster vrid 12
ipcom(edit-if)# exit
# IrAT7=I9A-IVDOT IAI NEWEE— ROZEE
ipcom(edit)# access-control default-accept

(DEESR Web H—/N-UY—-ADERE]
# U-N—- 1 OFEE
ipcom(edit)# slb real-server WEBSERVER-1
ipcom(edit-slb-real)# distribution-address 192.168.10.1
ipcom(edit-slb-real)# exit
# Y—)\- 2 OFH
ipcom(edit)# slb real-server WEBSERVER-2
ipcom(edit-slb-real)# distribution-address 192.168.10.2
ipcom(edit-slb-real)# exit

(Web ¥—/\—SEUL—IDFEE]
# TMNI—-RADES
ipcom(edit)# class-map match-all any
ipcom(edit-cmap)# match any
ipcom(edit-cmap)# exit
ipcom(edit)# fixup protocol https 443/tcp
#SSL OBV -IOES
ipcom(edit)# slb-rule 100
ipcom(edit-slb-rule)# virtual-server 192.168.10.10 443/tcp
ipcom(edit-slb-rule)# ssl-accelerate decrypted-service 443
ipcom(edit-slb-rule)# transit-mode round-trip
ipcom(edit-slb-rule)# transfer-mode ip-address
# FMADEIL-INOER
ipcom(edit-slb-rule)# distribution-rule 100
ipcom(edit-dist-rule)# class-map any
ipcom(edit-dist-rule)# distribution-mode round-robin
ipcom(edit-dist-rule)# persistence mode node
ipcom(edit-dist-rule)# monitor level ping
ipcom(edit-dist-rule)# monitor level port
ipcom(edit-dist-rule)# monitor check-interval 60
ipcom(edit-dist-rule)# monitor check-timeout 10000
ipcom(edit-dist-rule)# monitor retry-times 3
# DEIRY-N-DEHE



ipcom(edit-dist-rule)# real-server WEBSERVER-1
ipcom(edit-dist-rule-real)# port-map virtual 443 real 80
ipcom(edit-dist-rule-real)# exit
ipcom(edit-dist-rule)# real-server WEBSERVER-2
ipcom(edit-dist-rule-real)# port-map virtual 443 real 80
ipcom(edit-dist-rule-real)# exit
ipcom(edit-dist-rule)# exit
ipcom(edit-slb-rule)# exit
ipcom(edit)#

(927 —LBERO7 RLUAZERDER]
# JNAI-ZFOEE
ipcom(edit)# class-map match-all webserver
ipcom(edit-cmap)# match destination-address ipv4 192.168.10.1-192.168.10.2
ipcom(edit-cmap)# exit
# TRUAZHDES
ipcom(edit)# interface lan0.1
ipcom(edit-if)# rule src-napt 10 ipv4 webserver to 192.168.10.10 1024-65535
ipcom(edit-if)# exit

(SSL 7Ut5L—9—-DER]
ipcom(edit)# rule ssl-accel server 100
# FERICHEROY -\ —SLEAEZERTE
ipcom(edit-ssl-accel)# cert 1
ipcom(edit-ssl-accel)# protocol tls1.2
ipcom(edit-ssl-accel)# cipher-suites +DEFAULT +ECDHE_RSA
ipcom(edit-ssl-accel)# server-address any 443
ipcom(edit-ssl-accel)# exit

ipcom(edit)# exit
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